NHO®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIIMXCS 1J151 PASMEIIEHMS
HA OPUIHUAJIBHBIX UHTEPHET-PECYPCAX

C KaX[ibIM roA0M MONOAEXN B UHTEPHETE CTAHOBUTLCS BO/bLLIE, @ LLIKOMbHUKN
O4HW M3 CaMbIX aKTUBHbIX MOMb3oBaTenen PyHeTa. Mexay Tem, MNOMUMO
OrPOMHOI0 KOIMYECTBAa BO3MOXHOCTEW, MHTEPHET HECET M NPo6eMbl. ITa NaMsATKa
[0/IKHa NoMoYb Tebe 6e30MacHO Haxo4MTbCS B CETH.

KoMmnbroTepHbie BUPYChI

KOMMbIOTEPHbIA BMPYC - 3TO PasHOBUAHOCTb KOMMbLKOTEPHbLIX MPOrpamm,
OT/IMYNTENbHON 0COBEHHOCTLIO KOTOPOW ABNAETCSA CNOCOOHOCTb K PAa3MHOXEHMIO.
B gononHeHne K 3ToMy, BUPYCbl MOTYT MOBPEAMTb UAN MOAHOCTBIO YHUUTOXNTD
BCE (halifbl U AaHHble, NOAKOHTPO/bHbIE NO/b30BATENHD, OT MMEHM KOTOPOro Obiia
3anyLleHa 3apakeHHas Nporpamma, a Takke MOBPeauTb WM AaXKe YHUUTOXUTb
onepawLMoHHYt0 CUCTEMY CO BCeEMW (paiinamu B LENOM. B 60MbLUMHCTBE ClyYaeB
pacnpoCTPaHATCS BUPYCbl Yepe3 UHTEPHET.

MeTo/b! 3all1Thl OT BPEAOHOCHbIX NMPOrpamMm:

1. Wicnonb3yit coBpeMeHHble OnepaLyioHHbIE CUCTEMbI, MMEIOLLME CEPbEe3HBbII
YPOBEHb 3alLMTbI OT BPEAOHOCHbIX MPOrpamm;

2. TlocTosHHO YycTaHaBnMBali nauTM  (LMGPOBbIE 3annaTKW, KOTOPbIE
aBTOMATUYeCKN YCTaHABNMBAKOTCA C LEMbl0 A0paboTKU Mporpammbl) U Apyrue
0OHOB/IEHVSI CBOEI ONepaLOHHON cucTeMbl. CKaumBaii MX TOMbKO € 0hULMaIbHOTO
caiiTa paspabotumka OC. Ecnu CyLLIECTBYET PEXMM aBTOMATNUYECKOr0 O0GHOB/EHNS,
BK/THOUU €rO;

3. Pabotali Ha CBOeM KOMMbKOTEPE NOA MNpaBaMu MOMb30BaTeNsl, a He
afAMUHUCTpaTopa. 3TO He MNO3BOANT OOMbLUMHCTBY BPeLOHOCHLIX MPOorpamMm
WNHCTaI/IMPOBaThLCA Ha TBOEM MEPCOHA/IbHOM KOMMbHOTEPE;

4. Wcnonb3yil aHTMBMPYCHble MpOrpamMmMHble  MPOAYKTbl  M3BECTHbIX
MPON3BOAUTENEN, C aBTOMATUYECKMM OOHOB/IEHMEM 6a3;

5. OrpaHnyb M3NYECKMIA AOCTYN K KOMMbIOTEPY ANt NOCTOPOHHUX ML,

6. Icnonb3yi BHELLIHNE HOCUTENN MH(opMaLMK, Takue Kak diewka, AUCK Uan
halin 13 UHTEPHETA, TOMbKO U3 NPOBEPEHHbIX UCTOYHNKOB;

7. He OTKpblBaii KOMMNbIOTEPHbIE (alifibl, MOMYYEHHbIE W3 HEHAOEXHbIX
MCTOYHUKOB. [axe Te (haiifibl, KOTOPbIE NPUCAan TBOW 3HAKOMbIA. JTy4lle yTOYHU
Y Hero, OTNpaBAsn /in OH Tebe KX.

Ceru WI-FI



Wi-Fi - 3TO He BM[ Nepefayn JaHHbIX, HE TEXHO/OMMS, a BCEro nllb 6peHa,
mapka. Ewe B 1991 rogy HuaepnaHAckas KOMMaHWA 3apeructpupoBana bpeH[
"WECA", uto o0603Ha4ano cnosocouvetaHne "“Wireless Fidelity”, KoTopbli
NepeBOAMTCA Kak "6ecrnpoBogHas TOYHOCTL".

[lo Hawlero BpemeHun fowuna gpyras abopesuaTtypa, KoTopas SBNSETCA TaKoM
Xe TexHonoruven. 310 abbpesmatypa "Wi-Fi". Takoe Ha3BaHWe OblN0 AaHO C
HaMEeKOM Ha CTaHAapT BbICLLEN 3BYKOBOI TeXHUKM Hi-Fi, 4TO B nepeBoje 03HavaeT
"BbICOKasA TOYHOCTL".

[a, 6ecnnaTHbI MHTEPHET-AOCTYN B Kade, OTENSX U aspornopTax sBASETCs
OT/IMYHOI BO3MOXKHOCTbHO BbIX0/la B MHTEPHET. HO MHOT Ve 9KCMEPThI CUMATAIOT, YTO
o6uweaocTynHble Wi-Fi ceTn He siBNsitoTCs 6e30MacHbIMM.

CoBeTbl M0 6e30MacHOCTM pPaboThbl B 06LLEA0CTYMNHbIX ceTax Wi-fi:

1. He nepepnaBaii CBOK NIMUHYKO UHGOpPMaLmMIo Yepe3 obuienoctynHble Wi-Fi
ceTn. PaboTas B HMX, XenaTe/lbHO He BBOAWTL Napo/n [OCTYMa, NIOMMHbI N Kakue-
TO HOMepa;

2. icnonb3yih n 06HOBNSA aHTUBUPYCHbIE NporpamMmmbl U 6paHamayep. Tem
camMbIM Tbl 06e30nacuLLb cebs OT 3aKauku BUpyca Ha TBOe YCTPOICTBO;

3. Mpu ncnonb3osaHmm Wi-Fi oTKnoumn gyHkuuio "O6Lwmid focTyn K gainnam
N npuHTepam”. [daHHas (yHKUMA 3aKpbiTa MO YMOJIYaHWIO, OfHAKO HEKOTOpble
M0/1b30BaTe/IV aKTUBMPYIOT ee /11 YA06CTBa 1CMO0/b30BaHUA B paboTe Un yyebe;

4. He wucnonb3yin nyonuuHbidi WI-FI ana nepefayuv NNYHbIX [JaHHBIX,
Hanpumep 414 BbIX0Aa B COLMa/IbHbIE CETU U B 3/IEKTPOHHYIO MOYTY;

5. cnonb3yil TONbKO 3aluiLieHHoe coeanHeHne yepe3 HTTPS, a He HTTP,
T.e. Npn Habope Beb-agpeca BBOAM UMeHHO "https://™;

6. B mobunbHoM TeneoHe oTkMouM yHkumo “MMogkntodeHne K Wi-Fi
aBTOMaTuyeckn". He fgonyckaii aBTOMaTMYECKOro MNOAK/OYEHUS YCTPOMCTBA K
cetam Wi-Fi 6e3 TBoero cornacus.

CouunajbHble CeTH

CoumnasbHble CETU aKTMBHO BXOAAT B HaLLy >XXM3Hb, MHOTUE NIFOAM paboTaroT U
YXMBYT TaM MOCTOSHHO, a B Facebook y»ke 3apeructpmpoBaH MUINNapL YesioBek,
YTO SIBNAETCA OAHOI CeAbMOI BCEX XXUTeNein nnaHeTbl. MHOrMe nosb3oBaTeNn He
MOHMMAIOT, YTO MH(OpPMaLms, pasMeLleHHas VMU B COLMa/IbHbIX CeTAX, MOXeT
ObITb HalAeHa M WMCNoNb30BaHa KeM YrofHO, B TOM 4uC/e He 0053aTeNbHO C
GnarMMy HamepeHUAMU.



OCHOBHbIe COBETbI M0 6€30MacHOCTH B coumna/ibHbIX CETAX:

1. OrpaHn4b CNMUCOK ApYy3eil. Y Tebs B ApY3baX He A0MKHO ObITb C/TyYalHbIX U
HEe3HaKOMbIX NHOAEN;

2. 3alluuiai CBOK YaCTHYHO XM3Hb. He yKasblBail naponu, TenedoHbl, aapeca,
AaTy TBOEr0 POXKAEHMS U APYTYHO NMNYHYIO MH(OPMaLMIO. 3/10YMbILLIEHHUKNA MOTYT
MCNOMb30BaTh AaXe MH(OPMALMIO O TOM, KakK Tbl ¥ TBOM POAMTENN NNaHUpyeTe
MPOBECTW KaHWKY/bl;

3. 3allMLLait CBOIO penyTaLuio - AEPXXKN ee B YNCTOTe W 3aaaBaii ceGe BOMmpoc:
X0Ten 6bl Tbl, YTOObl APYrve MOMb30BATENM BWAENN, YTO Thl 3arpyXkaellb?
Moaymaii, npexzae Yem YTo-TO OMy6/NKOBATb, HANWUCATh U 3arpy3unThb;

4. Ecnun Tbl roBopullb C NHOABMW, KOTOPbLIX He 3Haellb, He UCMOMb3Yyil CBOE
peasibHOE UMSA U APYrYH IMYHY0 UH(OPMaLMK: UMS, MECTO XXUTENbCTBA, MECTO
yuebbl U NPOYEE;

5. WM36erain pasmelleHns dotorpaduii B VIHTEpHETE, rae Tbl M300paXKeH Ha
MECTHOCTW, MO KOTOPOI MOXXHO OMNpefe/IuTb TBOE MECTOMOMOXKEHWE;

6. Mpw perncTpawym B coLmanbHo CeT HEO6X0AMMO MCNOb30BaTb CIIOXKHbIE
Maponu, CoCTOsLLIME U3 BYKB 1 LGP M C KONMYECTBOM 3HAKOB He MeHee 8;

7. Anst coumanbHO CeTi, NOYThI U APYTUX CanTOB HEOBXOAMMO MUCMO/b30BaTh
pasHble Naponn. Toraa ecnv Tebs B3OMAtOT, TO 3/10YMbILLEHHWKI NONYyYaT A0CTYM
TONbKO K OfIHOMY MECTY, a He BO BCE Cpasy.

JJIEKTPOHHBbIE ICHbI' U

ONEKTPOHHbIE AEHbIN - 3TO OYEHb YAOOHbLIA CMNOCO6 MnaTexein, OAHaKO
CYLLIECTBYHOT MOLLEHHWUKWN, KOTOPbIE XOTAT NOAYUNTb 3TU AEHBIN.

31'IEKTp0HHbIe JeHbI'M nNosaBun/InNCb coecemM HefaBHO U UMEHHO U3-3a 3TOI0 BO
MHOImMX rocyapcrtBax Ao CX Nop He NponncaHo npo HMUX B 3aKOHax.

B Poccum yke OHU PYHKLUMOHMPYHOT U 0 HUX YXKe MPONMCaHo B 3aKOHe, rae nX
pa3faensoT Ha HECKONbKO BUAOB - aHOHWMHbIE U HE aHOHUMHbIe. PasHuLa B TOM,
YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3peLlaeTcs NpoBOAMTL onepauun 6e3
NOEHTUMMKALMM NONb30BaTENS, @ B HEAHOHUMHbBIX MAEHTUMMKALMSA NONb30BaTeNs
ABNSAETCA 00513aTENbHON.

Takke crefyeTr pasiMyatb  9M1eKTPOHHble  (hmaTHble AeHbr  (PaBHbl
rocyAapCTBEHHbIM Ba/iloTaM) W 3M1IEKTPOHHbIE HednaTHble AeHbrn (He paBHbI
rocyfapCTBeHHbIM Ba/IKOTaMm).

OCHOBHbIe COBETbI M0 6e30MacHol paboTe C 3NEKTPOHHLIMU AeHbraMu:



1. TpMBSXKKN K CHETY MOOW/bHBIN TeNled)oH. DTO camblil YA00HbINA U BbICTPbIiA
CMoco6 BOCCTAHOBUTL AOCTYN K cyeTy. [NpuBsi3aHHbIA Teled)OH MOMOXKET, eC/u
3abyaelllb CBOM NMaTeXHbIA Mapofib WAK 3aiifiellb Ha CcalT C HEe3HaKoOMOro
YCTPOWCTBA;

2. Wcnonb3yih ofHOpasoBble naponu. [llocne nepexofa Ha YCWUNEHHYHO
aBTOpM3auuio Tebe yXke He OyAeT yrpoXkaTb OMacHOCTb KPaXu WKW nepexsarta
N1aTeXXHOro napons;

3. Bbibepy CNOXHbIA Maponb. lMpecTynHuMkam OyaeT He MPOCTO yragathb
CNOXHbIA Naponb. HageXxHble Naponun - 3T0 Naponu, KOTOPbIE COAEPXaT He MeHee
8 3HaKOB 1 BK/THOUAIOT B CE0S CTPOUHbIE U MPOMNMCHbIE OYKBbI, LUQPbI 1 HECKO/BKO
CMMBO/IOB, TakKuMe KakK 3HaK [onniapa, ¢yHTa, BOCKIMLATENbHbIA 3HaK K T.M.
Hanpumep, $tRONng!;;

4. He BBOAW CBOM /IMYHbIE AaHHble Ha calTaxX, KOTOPbIM He [10BepseLLb.
DJIEKTPOHHAS MOYTA

ONeKTPOHHAs MoyTa - 3TO TEXHOMOIMS U NPeAocTaB/seMble el yCnyru no
MepecbIike 1 NONYYEHNHO 3NEKTPOHHbIX COOBLLEHMIA, KOTOPbIE pacnpeaenstoTcs B
KOMMNbIOTEPHON ceTW. OB6bIYHO 3NMEKTPOHHbLIA MOYTOBbIA  SAMK  BbIrNSANT
cneaytoLMM 06pa3oM: UMSi_Monb3oBaTens@ums_aoMeHa. Takke KpoMe nepefayn
MPOCTOro TEKCTa, MMEETCSt BO3MOXHOCTb NepeaaBaThb (aiiibl.

OCHOBHbIe COBETbI N0 6e30MacHoin paboTe € 3/IEKTPOHHOI NOYTOIA:

1. Hago BbIGpaThb MpaBUbHbIA MOYTOBLIA CepBUC. B WMHTepHETE ecTb
OrPOMHbI BbIGOP GecniaTHbIX MOYTOBbIX CEPBICOB, OJHAKO /yuLle A0BEPATh TEM,
KOro 3Haelllb U KTO NepBblIli B PENTUHTE;

2. He yka3sblBail B IMYHOW NOYTe NNYHYIO MHDopMauuio. Hanprumep, nydile
BbIOpaThb "My3blKa/bHbIV_(haHaT@" nnn "pok2013" BmecTo "Temal3";

3. Micnonb3yin aByxaTanHyo aBTopm3aLmio. 310 Korga noMUMO Naposist HyXKHO
BBOAWTL KOJ, NpUCbINaeMblit no SMS;

4. Bblbepn CMOXHbIN Naponb. [1s KaKA0ro NoYTOBOro AWMKa AO/MKEH ObITh
CBOI HaAleXHbIiA, YCTONYMBBIV K B310MY Naposb;

5. Ecnm ecTb BO3MOXHOCTb HanmcaTb CamMOMY CBOI /MYHbIA  BOMPOC,
MCMOMb3YI 3Ty BO3MOXHOCTb;

6. Icnonb3yi HECKO/IbKO NMOYTOBbIX ALLMKOB. [epBbIi /151 YaCTHOW NepenmcKu
C agpecaTaMu, KOTOPbIM Tbl [AOBepsellb. ITO 3MEKTPOHHbIA afpec He Hago
MCNOMb30BaThb MPY PErmcTpauun Ha hopymax 1 canrax;



7. He oTkpblBaii (haiinibl U Apyrve BAOXEHUS B NUCbMaXx, AaXe eCin OHU
NPULWAW OT TBOMX ApY3eit. Jlydlle YTOYHM Y HUX, OTNPaBASAAN NN OHW Tebe 3Tu
(hainnbl;

8. MNocne okoHYaHUA paboTbl HAa MOYTOBOM CepBUCE Nepes, 3aKPbITUEM BKIaLKMN
C calTOM He 3aby/b HaXKaTb Ha "BbIATI",

KnOepOyaimHr uiam BUPTyaJbHOE U3/1€BATEJIHLCTBO

KnbepbynimHr - npecnefoBaHve  COOOLWEHUAMU,  COAepXXalumu
ockopbneHns, arpeccuio, 3anyrmBaHue; XY/IMTaHCTBO; coumansHoe
OOVKOT1POBaHME C MOMOLLbHO PasIMUHbIX NHTEPHET-CEPBUCOB.

OCHOBHbIe COBETbI N0 60pbbe C KNbepObyNMHIoM:

1. He 6pocaiics B 601. JTyywimin cnocob: nocoBeToBaTbCS Kak Cebsi BECTU W,
eC/I HET TOro, K KOMy MOXHO 06paTuTbCA, TO BHayane YCrnokKouTbcs. Ecnn Tbl
HayHellb OTBeYaTb OCKOPO/IeHMSIMM Ha OCKOpPO6/eHWs, TO TOMbKO elle 60nblue
Pa3oXOKeLLb KOH(INKT;

2. YnpaBnsii CBOei KnbeppenyTaumei;

3. AHOHMMHOCTb B CeT MHUMast. CyLLLeCTBYHOT CNOCOObI BbIACHWUTb, KTO CTOUT
38 aHOHVMHbIM aKKayHTOM;

4. He CTOMT BECTU XYNUraHCKWUA 06pa3 BUPTYa/lbHOW XXWU3HWU. WHTepHeT
(mKcupyeT BCe TBOW AEWCTBMS M COXPaHsAeT UX. YaanuTb UX OyaeT KpaiHe
3aTPYAHUTENLHO;

5. Co6to/jalt CBOKO BUPTYa/IbHYH YECTb CMOJIOAY;

6. WrHopuvpyin efuMHWYHbIA  HeraTue. OpAHOPa30Bble  OCKOPOUTENbHbIE
COOBLLEHNSA NyYLlie UTHOPMPOBaTh. OObIYHO arpeccust NPeKPaLLaeTcs Ha HavabHOM
cTafunu;

7. baH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMU COOOLLEHUAMU, B
COUManbHbIX CeTAX €eCTb BO3MOXHOCTb O/IOKMPOBKM OTMPaBKM COOOLLEHUIA C
OnpeAeneHHbIX afpecos;

8. Ecnn Tbl cBMAETENb KMGEpOynnMHra. TBOU AECTBMS: BbICTYNUTL NPOTUB
npecnefoBaTens, MokasaTb eMy, YTO ero AeiCTBMS OLEHMBAOTCS HeraTuBHO,
NOAAepXXaTb >XePTBY, KOTOPO/ Hy)XHa MCMXOMOrMYeckas MomoLlb, COOGLINTb
B3POC/IbIM O (haKTe arpeccyBHOIO NOBEEHUs B CETU.

MooOuiabHbIi TesedoH



CoBpeMeHHble CMapT(OHbI 1 NaHLWeTbl cofepXKaT B cebe BMOJHe B3POC/blIi
(byHKUMOHaN, W Tenepb OHW MOTYT KOHKypMpoBaTb CO CTalMOHapHbIMM
KomnbtoTepamun. OHaKo, CPeAcTB 3alumTbl ANs NOA06GHbLIX YCTPOWCTB NOKa OYEHb
Masi0. TeCTMpoBaHMe 1 MOUCK YA3BUMOCTEN B HAX MPOUCXOAUT He Tak MHTEHCUBHO,
Kak ans MK, To ke camoe KacaeTcs U MOOU/IbHBIX MPUIOXKEHWIA.

CoBpeMeHHble MOBU/IbHbIE Bpay3epbl Y)Ke NPaKTUYeCKN JOTHaIN HACTO/bHbIE
aHanorn, OAHaKo pacluMpeHne (YyHKUMOHana BeYeT 3a Co6oM  60/bLUYHO
C/TOXKHOCTb W MEHbLUYHO 3aLLMLLEHHOCTb.

[laneko He Bce MPOV3BOAWTENN BbIMYCKAKOT OOHOBMEHUS, 3aKpbIBAOLLME
KPUTUYECKME YSI3BUMOCTY [N CBOMX YCTPOICTB.

OCHOBHbIe COBeTbl AN 6e30nacHoCT! MOBUIbHOIO TenegoHa:

Huuero He siBNsSIETCS MO-HacTosiLEMY 6ecnnaTHbIM. By/lb OCTOPOXEH, Beflb
Koraa Tebe npeanaratoT 6eCniaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaKue-
TO NNaTHble YCNYTW;

[ymait, npexkae yem oTrnpasnTb SMS, (hoTo UK BUAEO. Tbl TOUHO 3HaELLb, Fae
OHM OYAyT B KOHEYHOM MTOre?

Heo6x041M0 06HOB/ATL OMepaLnoHHY0 CUCTEMY TBOErO CMapT(OHa;
cnonb3yin aHTUBMPYCHbIE NPOrpaMMbl 415 MOBUIbHLIX TeNe(OHOB;

He 3arpyxali npunoXeHust OT HEM3BECTHOTO WCTOYHMKA, Beflb OHW MOTyT
cofepXkaTb BpejoHOCHOE NMPOrpaMMHOE 06ecrneyeHme;

[Mocne TOro Kak Tbl BblAIEWb C CaiTa, rae BBOAW JIMUHYHD WUH(OPMaLUUIO,
3ain B HaCTPOMKKM Bpay3epa 1 yaanu cookies;

Mepnoauyeckn NpoBepsii, Kakue MAaTHbIE YCIYr aKTUBMPOBaHbI Ha TBOEM
HOMEpE;

[NaBali cBolii HOMep MOOGWMLHOrO TeneoHa TOMbKO NHOASM, KOTOPbIX Thl
3Haellb U KOMY A0BepSsieLLb;

Bluetooth fgomkeH ObITb BbIK/IOYEH, KOrAga Tbl UM He MOMb3yewbes. He
3abblIBail MHOr4a NPOBEPATHb 3TO.

Online urpwi

CoBpeMeHHble OHNaH-UTPbl - 3TO KPacoYHble, 3aXBaTblBatoLLVe pa3B/ieyeHus,
00beNHAIOLLME COTHU ThICAY Ye/I0BEK MO BCeMY MUPY. ITpOKK UcCneayroT AaHHbIN
MM MUP, 06LLAt0TCA APYT C APYTrOM, BbINOHAKOT 3a8[aHus, CPaXarTCA C MOHCTpamu
M MOMyYatoT OnbIT. 3a YA0BOMLCTBME OHW MNATAT: MOKYMNatT AWCK, OnlavnsatoT
abOHEMEHT UK NProbpeTaroT Kakme-To Onuun.



Bce 3Tu cpefcTBa MAYT Ha NOALEPXKAHUE U Pa3BUTKE UIPbI, a TaKXKe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbl aBTOPU3aLMM, BbIMYCKAKOTCA HOBblE
narym (LMppoBbIle 3annaTkn 4ns nporpamm), 3aKpblBarOTCSA YA3BMMOCTY CEPBEPOB.

B Noo6HbIX Mrpax CTOUT onacaTbCs He CTOMbKO CBOMX COMEPHUKOB, CKO/bKO
KpaXXn TBOEro napons, Ha KOTOPOM OCHOBaHa CMCTeMa aBTOpM3aLyn 60MbLUIMHCTBA
urp.

OCHOBHble COBETbI MO 6€30MacHOCTN TBOEro NrpoBOIro akKkayHTa.

1. Ecnn apyroi Urpok Beaet cebsi NaoXo Uav co3daeT Tebe HENPUATHOCTH,
3a610KNPYI €ro B CrUCKe UIPOKOB,

2. MNoxanyiics aiMUHUCTPATOPaM UIPbl Ha M10X0€e MOBEAEHNE 3TOr0 UIrPoKa,
YKenaTeNibHO NPUNOXKUTbL KaKne-TO A0Ka3aTeIbCcTBa B BU/E CKPUHOB;

3. He ykasbiBail IMYHYIO MH(OpMaLMIO B Npodiaiine urpsbl;
4. YBaxaun Apyrnx y4aCTHMUKOB MO UTPE;

5. He yctaHaBnmBai HeothmumabHble NaTin 1 MOfbl;

6. VIcnonb3yi CNoXHble 1 pa3Hble Naponu;

7. [laxke BO BPeEMSA UIPbl HE CTOUT OTK/IKOYaTb aHTUBMPYC. [1oKa Tbl UrpaeLlb,
TBOM KOMMNbIOTEP MOTYT 3apasmnTb.

OUIIHHT WA Kpaika JINYHbIX JaHHBIX

OO6bIYHOW KpaXKeil feHer 1 JOKYMEHTOB CEr0AHsA YXKe HUKOro He YAMBULLL, HO
C pasBUTMEM WHTEPHET-TEXHONIOTUIA  3/10YMbILLNIEHHVUKA  MEPEMECTU/IUCL B
WNHTEPHET, U NPOAO/HKAIOT 3aHUMATbLCA "M0BMMbIM™ fie/IoM.

Tak nosBuiacb HOBas Yrpos3a: WHTEPHET-MOLUEHHUYecTBa WU PULLILHT,
rnaBHas Lefib KOTOPOro COCTOWUT B MOMAYYEHUU KOH(IUAEHLUMANBbHBLIX AaHHbIX
M0/1b30BaTesei - TOrMHOB 1 Naponeid. Ha aHrIMcKom s3bike phishing untaetcs Kak
(uwwmHr (ot fishing - pbi6Has nosns, password - Naposb).

OCHOBHbIEe COBETbI MO 60pbbe C PULIMHIOM:

1. Cnepaum 3a CBOMM aKkayHTOM. Ecnm Tbl NOA03peBaeLLlb, YTO TBOSA aHKeTa Oblfia
B3/l0MaHa, TO HeobXOoAMmo 3ab/I0KMpOBaTh €e M COO0OWUTL agMUHUCTpaTopam
pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3yin 6e3onacHble Beb-cailTbl, B TOM YUC/E, UHTEPHET-Mara3mHoB U
MONCKOBbIX CUCTEM;



3. Vcnonb3yin cnoxHble M pasHble naponn. Takum o6pasom, ecnu Tebs
B3/10MatOT, TO 3/I0YMbILIEHHUKN MNOy4YaT AOCTYN TO/MbKO K OAHOMY TBOEMY
NpousIo B CETK, a HE KO BCEM;

4. Ecnun Tebs B3noManum, To He06X0ANMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX,
KOTopble f06aB/eHbl Y Te6A B ApY3baX, 0 TOM, YTO Tebs B3NOMaIN U, BO3MOXKHO, OT
TBOEro MMeHW OYfeT paccblnaTbCs Cram U CCbITKM Ha (PULLIMHTOBbIE CaMTbI;

5. YcTaHoBM HafeXHblin naponb (PIN) Ha MO6WbHLINA TeneqoH;
6. OTK/IIOUM coXpaHeHWe Napons B bpaysepe;

7. He oTKpbIBail (haiiibl 1 APYrne BAOXEHWS B MUCbMaX, [aXe €C OHU
NPULLIAM OT TBOMX ApYy3ei. Jlyulle YTOYHW Y HUX, OTNPaBASAM NN OHU Tebe 3Tn
(hainbl.

Hudposas penyrauus

LinghpoBast penyTtawums - 3T0 HeraTuBHas UM NO3MTUBHAA MH(OPMaLUA B CETH
0 Tebe. KomnpomeTupyoLwas nHpopmaums, pasmeLleHHas B UHTEPHETE, MOXEeT
Cepbe3HbIM 00pa3oM OTPa3nTbCA Ha TBOEW peasbHOM >KU3HKW. “LimMdpoBas
penyTauua” - 3To TBOW UMUK, KOTOPbIA PopMUPYETCS U3 UH(OopPMaLmK O Tebe B
NHTEpPHETE.

TBOe MeCTO XXUTeNbCTBA, y4ebbl, TBOE PUHAHCOBOE MOM0XEHNEe, 0COBEHHOCTH
XapaKTtepa 1 pacckasbl 0 6/IM3KMX - BCe 3TO HAKarn/JMBaeTCs B CETU.

MHOrve nOAPOCTKU NErKOMbIC/IEHHO OTHOCATCS K MyGAMKauuu JIMYHOI
MH(opmaLmy B VIHTEpHETE, He NMOHMMAs BO3MOXHbIX MOCNeACTBUIA. Thl faXe He
CMOXELLb 10rafiaThCs 0 TOM, YTO (hoTorpadns, pasMellleHHas 5 neT Hasaj, cTana
MPUYMNHOI 0TKa3a NPUHATL Te6S Ha paboTy.

KommeHTapuu, pasmeLleHre TBomnx hoTorpadmin n Apyrme aeiicTBUS MOryT He
MCYE3HYTb [JaXe Moc/e TOro, Kak Tbl X yAanuLb. Tbl He 3HaeLlb, KTO COXPaHW 3Ty
MHopMaLMIo, nonana S OHa B NMOMCKOBbIE CUCTEMbI 1 COXpaHWMachb NI OHa, a
rNaBHOE: YTO MOAyMatoT 0 Tebe OKpyXKaroLme Noan, KOTopble HakayT 1 yBUAAT
3T0. HainTm nHopMaumo MHOro fIeT CNyCTS CMOXKET 060N - Kak U3 [06pbIX
MOBYXXAEHWNIA, TaK U C HAMEPEHNEM MPUYNHUTL BPed. ITO MOXKET ObITb KTO YrOAHO.

OCHOBHbIE COBETbI M0 3aLL1Te LIM(POBOI penyTaLuu:

1. Moaymaii, npexkae 4eM 4TO-TO Ny6/1MKOBaTb U NepeaasaTb Yy cebsi B 6r1ore
NN B COLIMANbHOM CeTw;

2. B HacTpoiikax npotuns ycTaHOBM OrpaHUYeHWs Ha MPOCMOTP TBOEro
NporNA 1 ero COAePXXMMOro, cienan ero TobKo "ansa apysen’;



3. He pa3mewyain 1 He yKasblBai MH(hOPMaLMIO, KOTOpPas MOXeT KOro-inéo
OCKOpO6/1ATb U 06mXKaTb.

ABTOpPCKOE IPaBo

COBpPEMEHHbIE  LUKOMbHUKM -  aKTMBHbIE  MOMb30BATENN  LIMPPOBOro
npocTpaHcTBa. OJHAKO [afeKo He BCE 3HAKT, UTO MO0/b30BaHWME MHOMVMMMU
BO3MOXHOCTAMM  UMpoBOro  Mupa  TpebyeT  coGMOAEHMS  MpaB  Ha
WHTENNEeKTYaNbHY COOCTBEHHOCTb.

TepMUH  "MHTeNNeKTyanbHass COBCTBEHHOCTb" OTHOCUTCS K Pa3/IMYHbIM
TBOPEHMSIM YE/IOBEYECKOr0 YMa, HauuMHas C HOBbIX W300PETEHMIA U 3HAKOB,
0603HayvaroLLmMX COBCTBEHHOCTb Ha MPOAYKTbI U YCNYrK, N 3aKaH4MBas KHUramu,
(hoTorpadmsammn, KNHOUIbMaMN 1 My3blKa/ibHbIMU MPOUN3BEAEHUAMMN.

ABTOpPCKME npaBa - 3TO MpaBa Ha WHTeNNeKTya/lbHYH0 COOCTBEHHOCTb Ha
Npou3BeLEHNA HayKUX, NNTEPaTYypbl U UCKYCCTBa. ABTOPCKME MpaBa BbICTyNaloT B
KayecTBe rapaHTUM TOr0, YTO WHTENNEKTya/lbHbIA/TBOPYECKWIA TPy aBTopa He
OyfeT HanpacHbIM, AacT emy ChnpaBef/MBble BO3MOXHOCTU 3apaboTaTb Ha
pe3ynbrartax CBOEro TpyAa, NOMy4YMTb WM3BECTHOCTb U MNpu3HaHue. HWKTO 6e3
paspelleHMA aBTOpa He MOXeT  BOCMPOM3BOAUTL  €ro  Mpoun3BedeHue,
pacnpocTpaHATb, Ny6ANMYHO [AEeMOHCTPUPOBAaTb, MpodaBaTb, WUMMNOPTUPOBATD,
MyckaTb B MPOKaT, My6/IMYHO MCMNOJHATh, MOKa3bIBaTb/UCMONHATL B aupe mnm
pa3meLlaTb B VIHTepHeTe.

cnonb3oBaHue "NUpaTckoro” NporpaMmMHOro 06ecrneyeHns MOXKET NPUBECTY
K MHOTVM pUCKaM: OT MOTEPU AaHHbIX K TBOUM aKKayHTaM /10 6/I0KMPOBKM TBOErO
YCTPOIACTBA, Fle YCTaHOB/EHA HeNeraibHas nporpamMmMa. He CTOUT TakKe 3a0bliBaTh,
YTO CYLLECTBYIOT flerasibHble 1 6ecnnaTHbIe NPOrpamMmmMbl, KOTOPblE MOXHO HaTK B
CETWU.

O nopraJe

CeTeBMYOK.p( - TBOI rNaBHbIi COBETUMK B CETU. 3A4€Ch Thl MOXELLb Y3HATb O
6e30MacHOCTN B CETU MOHSATHLIM W AOCTYMHbIM $3bIKOM, a MPY BO3HUKHOBEHWU
KPUTUYECKON CUTyauun 06paTUTbCA 3a COBETOM. A TakKXe MpPUHSATbL yyacTue B
KOHKYpCax 1 CcTaTb CaMbIM LI(POBbIM IpaXKaaHUHOM!



